IEEE Power and Energy Society Power Systems Conference and Exposition 2009, Seattle, WA
Panel Session: Understanding, Prediction, Mitigation and Restoration of Cascading Failures

1

Vulnerability Assessment for Cascading Failures
in Electric Power Systems
Task Force on Understanding, Prediction, Mitigation and Restoration of Cascading Failures
IEEE PES Computer and Analytical Methods Subcommittee

Abstract—Cascading failures present severe threats to power
grid security, and thus vulnerability assessment of power grids is
of significant importance. Focusing on analytic methods, this
paper reviews the state of the art of vulnerability assessment
methods in the context of cascading failures. These methods are
based on steady-state power grid modeling or high-level
probabilistic modeling. The impact of emerging technologies
including phasor technology, high-performance computing
techniques, and visualization techniques on the vulnerability
assessment of cascading failures is then addressed, and future
research directions are presented.
Index Terms—Cascading Failure; Vulnerability Assessment;
Probability Analysis; Electric Power Systems; Phasor
Technology.
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I. INTRODUCTION

HE concept of a vulnerable system is defined in [1] as a
system that operates with a “reduced level of security that
renders it vulnerable to the cumulative effects of a series of
moderate disturbances”. The term vulnerability in this paper
is defined in the context of cascading events and therefore it is
beyond the traditional concept of N-1 or N-2 system security
criteria [2]. Vulnerability is a measure of the system’s
weakness with respect to a sequence of cascading events that
may include line or generator outages, malfunctions or
undesirable operations of protection relays, information or
communication system failures, and human errors. The
potential sources of system vulnerability are categorized in
[3]. In this definition, it is noted that “it is rare that a major
system failure is the result of one catastrophic disturbance”.
In other words, major blackouts often involve a sequence of
cascading events. One event may create an operating
condition that triggers another event. In an outage scenario, a
line fault can cause rerouting of the power flow, leading to
overloading of other lines. The overloaded lines may be
tripped by impedance relays due to the low voltage and high
current operating conditions. Line outages may also cause low
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voltage and high reactive power demand on nearby
generators. The undesirable generator tripping events by overexcitation protection is also a typical cascading pattern. Some
other typical patterns of cascading events include line tripping
due to loss of synchronism, generator tripping due to
abnormal voltage and frequency system condition, and underfrequency or under-voltage load shedding. Identifying these
typical patterns of cascading events and studying how these
patterns can be combined into sequences is an important
research subject [4][5].
Vulnerability is an essential indication of a system prone to
cascading failures. Many analytical methods have been
proposed for vulnerability assessment. Traditionally, a power
system can be modeled as a (quasi-) steady-state system or as
a dynamic system. A wealth of literature can be found on
vulnerability assessment based on these modeling
perspectives. Some recent work also introduced vulnerability
assessment which is not based on the traditional steady-state
or dynamic models of a power system. Examples include
hidden failures, wild life impact, weather impact and complex
system effects. The research results in the literature show that
the trend of vulnerability assessment of power systems is
evaluated from individual events to multiple events, from
local area to system wide analysis, and from simple analysis
tools (e.g., transient analysis or reliability analysis only) to
mixed analysis tools (considering dynamics, reliability,
different operations, complex network theory, and their
combinations), which is implied by the fact that cascading
failures or blackouts are very complex events and a number of
factors are involved.
The first paper [6] generated by this Task Force gives a
comprehensive overview of the mechanism and properties in
terms of cascading failures. This second paper reviews the
state of the art of the above mentioned topics in the context of
vulnerability assessment for cascading failures. At present,
there is not a commonly accepted vulnerability index or
assessment method for power systems. If a power system
loses a significant portion of its ability to carry the power
flows due to cascading line outages, it is considered a
vulnerable configuration [7]. This paper reviews this topic
based on different modeling approaches: steady-state
modeling based analysis is presented in Section II; High-level
probabilistic models of cascading in Section III; and role of
emerging technologies, including phasor technology, high-
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performance computing techniques, and visualization
techniques on the vulnerability assessment of cascading
failures is then addressed in Section IV; Recommendations on
industry practices and future research needs in Section V.
II. VULNERABILITY ASSESSMENT WITH STEADY-STATE
MODELING
For most of the time, a power system experiences only
slow changes and migrates from one steady state to another.
In the context of cascading failures, a scenario could be that
power ramping-up of power plants leads to transmission line
overloading which triggers impedance relays to trip off the
line, and a sequence of cascading events is resulted in. In this
case, a (quasi-) steady-state model of the power system is
adequate for assessing the vulnerability and analyzing the
cascading nature of the events. Based on steady-state
modeling, vulnerability can be performed by power flow
analysis such as N-x contingency analysis, graph analysis and
probability analysis. Though presented separately in the next
few sections, the methods may be used in a combined manner.
A. Power flow based analysis
1) N-x contingency analysis
“N-1” contingency analysis is an essential part of industry
practices in anticipating potential failures in a power grid
[8][9]. In the case of cascading failures, a series of power
flows is computed with consideration of sequentially related
events such as operations of protective relays and control
systems. For example, if a problem occurs on a power grid,
such as a transmission line going out of service due to contact
with vegetation, there are various issues that may surface
across the grid, including line overloading, voltage sag or
collapse, and load losses. There may be generation re-dispatch
or operator actions in response to those issues. Each switching
event results in a power flow case. This approach and its
various elaborations are the most systematically developed
approach for modeling and simulating cascading failure.
Operators refer to such initiating outages as “contingencies”
and manage the system in a way that ensures any single
credible contingency will not propagate into a cascading
blackout, which approximately summarizes the N-1
contingency standard established by the North American
Electric Reliability Corporation (NERC) [2]. In order to
ensure that a single contingency does not result in cascading
outages, grid operators continuously run contingency analysis
to study all credible “what-if” cases and check for intolerable
consequences.
Though it has been a common industry practice, analysis
based on the N-1 criterion may not be adequate to assess the
vulnerability of cascading failures as the assumption is that a
cascading failure is caused by a single credible contingency,
but multiple unrelated events may occur in a system and result
in cascading failures. Therefore, N-2 and even higher order
(N-x) contingency events need to be analyzed. One example is
the separation of administrative boundaries – called Balancing
Areas (or BAs) – which own, operate, and/or manage their

own areas of the grid.
When performing contingency analysis, each BA looks no
further than its own boundaries. For areas within the
interconnection where several BAs reside next to each other,
seams issues may come into play. If the BAs all evaluate their
system to be “OK” with the contingencies within their own
systems, they will not prepare for the simultaneous
occurrence of multiple contingencies. Individually, model
results from each BA may show that each contingency does
not cause a problem. However, if these contingencies occur
simultaneously, there will likely be a very large system-wide
impact, but the urgency to restore the system is not fully
recognized with today’s N-1 or N-1-1 contingency analysis.
Past power grid blackouts like the Northeast Blackout in 2003
[10] involve multiple contingencies prior to cascading. This
clearly indicates the need for N-x contingency analysis, i.e.
analysis of simultaneous occurrence of multiple
contingencies. N-x contingency analysis can prepare grid
operators with mitigation procedures so as to avoid cascading
failures.
N-x contingency analysis is very challenging due to the
combinatory number of contingencies and the extremely large
amount of computational time. In the western North America
power grid, there are approximately 20,000 elements that
could fail.
Checking each element takes about ½
CPU·second, therefore, the entire N-1 contingency case set
would take about 104 CPU·seconds. In order to check all the
combinations of x contingencies (x = 2,3,4,…), it would take
approximately 104x CPU·seconds. In many cases, this is not
feasible. Therefore, an important element of a practical
solution is how to identify the credible N-x contingencies
from a system-wide perspective [11] and apply high
performance computing techniques and hardware to check a
maximum number of contingencies within time constraints
[12]. Many of existing contingency ranking methods can be
applied. The performance of high-performance computing
application to N-x contingency analysis heavily relies on
computational load balancing. Ref. [12] points out static
computational load balancing schemes do not make full use of
computational resources due to uneven time required for
different cases. A well-designed dynamic computational load
balancing scheme considering the CPU speed, network
bandwidth and data exchange latency is key to the
performance.
2) Simulation models of cascading
TRELSS (Transmission Reliability Evaluation of LargeScale Systems) [13][14] is an industrial tool used to identify
cascading failure problems. TRELSS provides both ac and dc
network models. The solution algorithms include fast power
flow, unit margin, user participation factor and full or fixed-loss
economic generation dispatch, a robust mixed-integer linear
programming function for remedial actions, user specified
remedial actions such as circuit switching, load transfer or load
curtailment when contingencies or system problems occur, and
both study and remedial action areas. TRELSS is designed to
simulate enumerated contingencies with up to 4 generating units
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and 22 circuits taken out, common mode, must-run, maintenance,
and protection control group outages, and the impact of normal
and adverse weather conditions. System failure criteria include
circuit overloads, voltage violations, capacity deficiency,
islanding, and area interchange failures. The load model allows
three different load interruption classes at each bus, and up to ten
load levels can be scaled automatically or specified as separate
base cases by the user. TRELSS computes three types of
reliability indices: 1) System problem indices include frequency,
duration, number of inflicting contingencies, and maximum and
average degree of violations of all failure criteria; 2) Load
curtailment indices are frequency, duration, number of
contingencies resulting in load loss, individual power and energy
curtailment for buses, contingencies, failure criteria, average
indices, and bulk power interruption indices; and 3) Customer
indices include customer interruptions, unserved customer hours,
system interruption frequency index, system and customer
interruption duration index, and system service availability.

Better modeling and sequencing of cascading steps have been
identified for further development [15].
The Oak Ridge-PSERC-Alaska (OPA) model [16] for a
fixed network represents transmission lines, loads and
generators with the usual dc load flow approximation. Starting
from a solved base case, blackouts are initiated by random
line outages. Whenever a line is outaged, the generation and
load are re-dispatched using standard linear programming
methods. The cost function is weighted to ensure that load
shedding is avoided where possible. If any lines were
overloaded during the optimization, then these lines are
outaged with a fixed probability. The process of re-dispatch
and testing for outages is iterated until there are no more
outages. The total load shed is, then, the power lost in the
blackout. The OPA model neglects many of the cascading
processes in blackouts and the timing of events, but it does
represent in a simplified way a dynamical process of
cascading overloads and outages that is consistent with some
basic network and operational constraints. OPA can also
represent complex dynamics as the network evolves. The
model developed using the PSA suite at Los Alamos National
Laboratory represents the timing of blackout events and
operator actions [17].
The Manchester model is based on ac power plow that
represents a range of cascading failure interactions, including
cascading and sympathetic tripping of transmission lines,
heuristic representation of generator instability, underfrequency load shedding, post-contingency re-dispatch of
active and reactive resources, and emergency load shedding to
prevent a complete system blackout caused by a voltage
collapse [18]. The Manchester model is used by Rios et al.
[19] to evaluate expected blackout cost using Monte Carlo
simulation with a 53-bus system and by Kirschen et al. [20] to
apply correlated sampling to develop a calibrated reference
scale of system stress that relates system loading to blackout
size on a 1000-bus large power system.
A new vulnerability index – called the overload risk index
(ORI) – is being developed. The method utilizes a two-fold

approach that incorporates both deterministic and stochastic
calculations. Security analysis involving line outage
distribution factors is used to quickly derive the operational
state of a system in terms of power flows, while risk
assessment is used to calculate the likelihood of such
operational states coming into being. The ORI is a measure
designed to reflect the likelihood and severity of line
overloads in a power system given current system loading
levels and component failure rates. Though the specifics
concerning the depth of the ORI calculation are still being
developed, a general framework and methodology is more
defined. Based on the desire to quickly calculate a
representative vulnerability index, network sensitivity factors
are used to quickly estimate the power flows for a system over
a large number of simulations. Line outage distribution factors
(LODFs) are used to solve for up to N-3 events in the system,
while forced outage rates are used to determine the frequency
of these events. Monte Carlo methodology is then used to
simulate the likelihood of failure states in the lines of a
transmission system, including common structure and rightof-way connections. Failed lines are considered properly
disconnected from the system, with all power flows readjusted
through the use of the LODFs. Additional reliability
calculations could also determine the proper operation of
connected relays and breakers. The redistributed power flows
are compared with line limitations, and additional outage
conditions are determined, allowing for a propagation of line
outages due to overloading. Additional contingency tests are
performed as lines are removed due to redistribution and new
overloading, until the cascade ends without additional
overloads or an N-4 or higher event occurs. The index itself is
calculated in relation to the amount of line overloads over the
total number of simulations using a level of convergence. The
significance of this index has yet to be defined in terms of
dangerous levels of vulnerability.
3) Hidden failures
The hidden failure in power system refers to permanent
defects that would cause a relay or a relay system to
incorrectly and inappropriately react to disturbances [22]. The
hidden failures in power system are usually triggered by other
events, and not frequently occur, but they may have disastrous
consequences [21]. Hidden failures of the protection system
are modeled with probabilistic approaches as follows
[22][23][24][25]:
Phf = P0exp( – Z/3Z3)
where Phf is the probability of hidden failure of a relay, Z is
the impedance seen by this relay, and Z3 is the zone 3 setting.
Fast simulation techniques and heuristic random search are
applied to identify critical relays that contribute to many
possible cascades. Maintaining these relays is a cost-effective
mitigation of cascading failures. The availability of protection
data to support simulation and the burden of processing it are
issues.
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4) Risk assessment of cascading failures
All the simulations require some variation in the cases
simulated in order to avoid repeatedly simulating the same
cascade. This is done by varying the initial conditions of the
cascading event or by introducing randomness by Monte
Carlo methods in the cascading mechanisms as the cascading
proceeds or both.
Several questions can be addressed by these simulations.
Some produce likely or high risk cascading sequences and
others sample more broadly from all the cascading sequences
to approximate the overall cascading risk. Controlling the high
risk sequences is one possible tactic to mitigate cascading
(e.g. [24][26][27]) and finding the overall cascading risk is
basic to evaluating the benefits of mitigation efforts [28].
Some simulations can produce conventional customer
availability indices.
All the simulations approximately represent only a selected
subset of the possible cascading interactions. This is
necessary and pragmatic at the current state of the art. Little is
currently known about how much of a gap there is between
the various simulations and reality. However, even with this
gap, the simulation results can still be of good value in
detecting vulnerabilities and guiding mitigation efforts.
III. HIGH-LEVEL PROBABILISTIC MODELS OF CASCADING
High-level probabilistic models refer to those describing
the statistics of cascading failures but with no power flow or
network modeling. These models capture some generic
features of the cascading process but do not attempt to
represent details of the cascading mechanisms. The
CASCADE model [29] has an initial disturbance overloading
the system, many identical components that fail when their
load exceeds a threshold, and the additional loading of
components by the failure of other components. The initial
component loadings vary randomly between upper and lower
bounds. The model parameters describe the size of the initial
disturbance and the amount of additional loading when
another component fails. Branching process models
[30][31][32][33] can approximate the CASCADE model and
are established models for cascading processes in many other
fields. The failures occur randomly in a series of stages. The
model parameters are the average number of initial failures
and the average tendency for the failures to propagate. An
accelerated propagation failure model for the number of
transmission line failures is proposed in [11]. In this model,
the conditional probability of a further failure increases
geometrically as the cascading event proceeds up to a limited
number of failures, such as seven failures. For more than
seven failures the system is considered to be collapsed. The
accelerated propagation and branching process models are
both consistent with aggregated historical data for North
American line outages [34], and a closer fit is possible with
the accelerated propagation model.
Power grids are not the only types of systems that suffer
from cascading failures. This phenomenon also occurs in

fault-tolerant computing systems, which have extremely high
dependability requirements. For example, banks use faulttolerant computers to record financial transactions, and
overnight-delivery companies employ such systems to track
packages. Several software packages have been developed
that allow the user to model cascading failures in these types
of systems. For example, Galileo [35] incorporates (dynamic)
fault trees, which can model propagating failures by using
functional dependency gates. OpenSESAME [36] is another
software package that quantitatively evaluates fault-tolerant
high-availability systems. The input to this package is an
enhanced version of a traditional reliability block diagram,
thereby allowing inter-component dependencies like failure
propagation, failures with a common cause, different
redundancy types, and non-dedicated repair. The
combinatorial growth in the number of ways cascading
failures can occur make them very difficult to analyze, and
[37] develop a continuous-time Markov chain model of a
dependability system that explicitly tackles this problem. This
paper also describes a software package that was developed to
take as input a high-level view of the system as a collection of
components, from which it calculates various dependability
measures of the overall system.
These high-level probabilistic models offer some new
possibilities for understanding and monitoring cascading
failure. They provide analytic formulas for the total number of
failures as functions of easily understood parameters
quantifying the overall progression of the cascading failure. If
these models become established, they could allow statistical
estimation of the model parameters from short observed or
simulated data sets and hence the estimation of the total
number of failures from short data sets. This would enable the
quantification of overall cascading risk from real data or
simulations. That is, it could become possible to monitor
cascading risk from real data and quantify the risk benefits of
simulated improvements. Note that since the high-level
probabilistic models do not model detailed cascading
mechanisms, they cannot be used as detailed simulations to
suggest weaknesses that should be fixed or to understand
particular cascading sequences. The high-level probabilistic
models are complementary to more detailed models.
A. Graph analysis of grid topology
A category of vulnerability assessment for cascading
failures is the application of graph theory to study the power
grid topology, largely ignoring the electrical quantities and
power flow constraints. Several graph analysis techniques
have been applied to power grid vulnerability assessment,
including small-world networks, scale-free networks, and
centrality [38]. The basis of graph analysis applications is the
mapping of the power grid topology to a complex network by
converting generators and substations to nodes and
transmission lines and transformers to links with impedance
being the path length. The resulting network is an undirected
and sparsely connected graph with N nodes and K links.
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1) Small-world network
The small-world network concept was introduced to study
social networks [39][40]. It was discovered that power grids
have the properties of a small-world network [41][42]: having
relative big clustering coefficient and relative small
characteristic length path (i.e. impedance in the case of power
grids). Clustering efficient C and characteristic length path L
are defined in the following equations:
number of edges in Gi
1
C=
N i
k i (k i − 1) 2

∑

where ki is the number of neighboring nodes of node i and Gi
is the sub-graph associated with node i.
1
L=
d ij
N ( N − 1) i ≠ j

∑

where dij is the shortest path length between nodes i and j.
Figure 1 illustrates the concept of small-world networks. P
is an index of randomness. Small-world properties exist when
0 < P < 1. Small-world network theory reveals that a few
remote connections greatly decrease the path length, i.e. the
electrical distance. The loss of those remote connections will
increase the characteristic path length, decrease the transfer
capacity of power grid, cause partial power shortage and
ultimately lead to cascading failures. As a result these remote
connections have important influence on power system
stability. If we can identify these remote connections, the
vulnerable lines in the power grids can be identified [43].
A cascading failure model based on small-world networks
was proposed in [44] and can be used to identify the
vulnerable lines. The model assumes that a node will fail if a
given fraction γ of its neighbors have failed. Starting with
initial failures on a few isolated nodes, the process will
become cascading when these initial failures lead to
subsequent failures due to exceeding of the fraction γ. Those
lines with the initial failures would be the remote connections
and are the vulnerable lines according to the small-world
network theory. A Monte-Carlo search can be conducted in
combination with the small-world network cascading failure
model to identify all the vulnerable lines.

network. The step of Preferential Attachment determines
which new node should be added at each time step using the
probability of a new node connecting to an existing node i.
The probability Pi is defined below:
ki
Pi =
kj

∑
j

where ki, the degree of node i, is the total number of its
connections, and j is the rest of the nodes. Thus, the larger the
degree, the “more important” the node is in a network [46].
After α time steps, this process results in a network with N (=
α + n0) nodes and mα links.
Scale-free networks have important properties that the
degree distribution follows the power-law distribution and a
few nodes have a large number of links but most nodes have
only a few links. Simultaneity scale-free networks have other
properties, e.g., they are remarkably resistant to accidental
attacks but extremely vulnerable to coordinated ones.
Ref. [47] applies the scale-free network theory to the
power grid and derives a measure of “electrical centrality” for
ac power networks. It was found that when measured
electrically, power networks appear to have a scale-free
network structure. Thus, unlike previous studies of the power
grid topology, the scale-free network application reveals that
power networks have a number of highly-connected “hub”
buses. This result and the structure of power networks in
general are likely to have important implications for the
reliability and security of power networks. Based on
topological characteristics of scale-free networks and
discrete particle swarm optimization, a skeleton-network
reconfiguration strategy is proposed in [48]. It is expected
that the theory of scale-free networks will play an important
role in the study of power system blackouts and related
problems.
3) Betweenness centrality
Betweenness centrality intends to assess the load on the
nodes or links of a network with the assumption that
communication between any two nodes is done along the
shortest path. The betweenness centrality of a node i – CB(i) –
and a link l – CB(l) are defined as follows [49][50][51]:
a jk (i )
a jk (l )
, C B (l ) =
C B (i ) =
( j ,k ) a jk
( j ,k ) a jk

∑

Figure 1 Small-world network

2) Scale-Free Networks
The scale-free network model was proposed by Barabasi
and Albert in 1999. The formation of scale-free networks is
described as a two-step process in [45] – Growth and
Preferential Attachment. Preferential Attachment results in a
vast number of links. The step of Growth starts with a small
number n0 of nodes and at every time step, adds a new node
with m (≤ n0) links to m different nodes already existing in the

∑

where ajk is the number of shortest paths between nodes j and
k, ajk(i) is the number of shortest paths between j and k
containing node i, and ajk(l) is the number of shortest paths
between j and k containing link l. The a’s are considered the
load of a node or link.
If the betweenness centrality exceeds a pre-specified
threshold, i.e. CB(l) > CBmax (or CB(i) > CBmax), link l (or node
i) is overloaded and removed from the graph. All betweenness
centrality is updated. As the iteration process goes on, a
cascading failure propagates. In this application, an
underlying assumption is that the capacity for each link and
each node is the same, which is not true for a power grid. To
overcome this limitation, diversified capacity is introduced in
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[52][53]. The capacity of node i is proportional to its initial
load, i.e. C(i) = (1 + α)ai0, where α is a tolerance parameter
that denotes the ability of a node’s handling increasing load in
order to resist disturbances. The betweenness approach is
further improved by the introduction of an efficiency index
[54][55]. The vulnerability assessment with the efficiency
index suggests that the removal of 0.33% of the high-load
transmission nodes results in an efficiency loss of 40% and
the loss of one node with high load can decrease the
efficiency by 25%.
IV. ROLE OF EMERGING TECHNOLOGIES
This section reviews the impact of some of the emerging
technologies, including phasor technology, advanced
visualization, high-performance computing (HPC), and data
mining, on cascading failure analysis.
A. Phasor technologies
Phasor measurement units (PMUs) can provide operators
with time-synchronized phasor data, which contain valuable
dynamics information indicating system vulnerabilities and
even precursor signals of potential system collapse. In order
to help operators beware of serious system vulnerabilities and
predict cascading failures, a scheme based on phase-space
visualization and pattern recognition has been proposed to
find “precursor signals”, e.g. abnormal dynamics patterns,
recorded by PMUs [56]. The scheme monitors real-time
phase-space snapshots about critical system variables
measured by PMUs and analyze their dynamic patterns using
the knowledge obtained through offline learning. If PMUs are
installed at multiple key locations in a transmission system, a
real-time, approximate potential energy of the system can be
calculated using synchronized phasor data. Visualizing the
potential energy index in its phase space can clearly exhibit
“precursor signals” indicating potential cascading failures
before control actions are too late to help. In general, phasor
measurement, given its high-speed and time-synchronization,
provides a well-captured current condition of the power grid
to cascading analysis tools as input. It also opens
opportunities for new analysis algorithms and methods for
cascading failures [57][58].
B. Advanced Visualization
An situational awareness tool presented in [59] is a widearea visualization tool based on Google Earth® to enhance the
situational awareness of power grids. It helps power system
operators across different regions to understand the
operational condition in its own region as well as neighboring
regions to reduce the likelihood of large-scale blackouts.
Customized libraries describe the electric transmission
network in different regions as well as the status of each
transmission line. The visualization capabilities include: line
descriptions, line flows and status of outage lines; geo-spatiotemporal information and impacts – population,
transportation, and infrastructure impacts; analysis and
predictions results; and weather impacts and overlays.

Once fully implemented, this tool will have various
features to support situational awareness including real-time
status of transmission lines, predictive impact models &
animated replay, and data analysis as well as visualizing
analysis results from cascading analysis tools.
C. High-performance computing techniques and hardware
Given the large size of practical power systems and the
large number of cases to be analyzed, cascading failure
analysis is a computation- and data-intensive process. Highperformance computing techniques (e.g. paralleling
computing) and hardware (multi-processor computers) would
be a must for cascading failure analysis. The computer
industry is undergoing a significant change from the
traditional single-processor computers to multi-core-based
computing platforms [60]. Experimental 80-core processors
were announced by Intel and 128-core by IBM. A key
implication of this multi-core trend is that while the aggregate
computational power of a microprocessor is increasing, only
explicit parallel algorithms can take advantage of the
increased number of cores and realize the computational
power of modern and next generation microprocessors [61].
The trend is a result of thermal limitations with the current
CMOS process technologies, which limits the speed of single
processors [62]. Early application of high-performance
computing to state estimation and contingency analysis have
achieved promising results [63][64][65]. When applying HPC
technologies, a key success factor is the match of computer
architectures with problem characteristics. Shared memory
computers with a multi-threading environment can efficiently
execute applications with irregular memory references such as
state estimation and dynamic simulation. Distributed memory
architecture, like PC clusters well suits applications which can
be divided into sub-tasks with minimum data communication
requirements, like contingency analysis in power systems.
D. Data mining
Data mining has been identified as one of the emerging
technologies to assess stability for cascading failures. It is the
process to identify valid, previously unknown, potentially
useful and understandable information from large databases,
[66]. Vulnerability assessment for cascading failures is a very
complex task which requires processing of huge amounts of
data in order to obtain reliable results in very short time. For
most realistic large scale power systems, the amount of
corresponding system operational data has been increasing
exponentially. The most important feature is their statistical
robustness, i.e. if the system is assessed to have a security
problem, then it will experience such problem with given
probability of occurrence if no actions are taken. Data mining
based real-time stability assessment approaches are able to
provide statistically reliable results. Data mining has been
successfully applied to a number of areas including
monitoring and optimization of thermal power plants, fault
diagnosis and condition monitoring of power system
equipment such as transformers, obtaining customer load
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profile in an electricity market [67], and wide variety of tasks
for power system operations [68][69][70]. A number of data
mining methods have been proposed, such as classification
algorithms [71], decision tree algorithms [72], statistical
methods [73], neural-network-based methods [74]. Their
application to cascading failure analysis should be explored
[75].
V. CONCLUDING REMARKS AND FUTURE RESEARCH NEEDS
Since power system cascading is diverse, complicated, and
computationally intractable, there is no single model, tool or
approach that can address all aspects of cascading or answer
all the questions about managing the risk of cascading
failures. However, we expect that useful approaches and
answers can be developed for some specific questions. Each
question will require different modeling, approximations,
assumptions and data in order to make them tractable. We
now list some specific questions that are or might be capable
of solution to challenge the power system community and
help organize the various ongoing efforts to develop methods
and tools. We emphasize that the first six of the following
questions each has several very different versions according
to the operational or planning time scale considered:
− What is the overall risk of cascading failure (including
rare events)?
− What are the cascading failure sequences of highest
probability or highest risk?
− What are the next few possible or high risk or high
impact cascading events?
− What is the vulnerability to cascading resulting from an
attack of a limited size?
− Where is the "edge" for unacceptable risk of cascading
failure?
− How do we quantify the benefits and costs of new
devices, procedures, upgrades, or security criteria with
respect to cascading failure risk?
− What happened in a particular cascading blackout? What
is learned and what changes should be made?
− What are the monetary, human and reputational costs of a
given cascading failure incurred by each of the various
groups affected?
− How do we balance cascading risk against mitigation
costs?
The methods presented in previous sections can partially
answer some of the questions. Further research is needed to
improve those methods so vulnerability assessment can be
performed with confidence and the above questions can be
fully answered.
In addition, future research needs in vulnerability
assessment for cascading failures also include methods based
on dynamic modeling and non-traditional modeling as stated
below.
A. Vulnerability Assessment with Dynamic Modeling
With the evolution of cascading events, the angular
instability, voltage and power oscillations, significant

imbalances between reactive power reserves and the demand
may occur, leading to uncontrolled system separation and
voltage collapse. Voltage collapse was a key factor in the
1996 blackout and the 2003 blackout in North America. It is
identified that distance relays plays a big role in various
regional cascading outages. These distance relays should also
need to be modeled properly in simulating the cascading
events. In some systems, out of step relays would block zone
2 and zone 3 from tripping. However, simulations and real
cascading outages show line tripping on Zone 1. Steady state
analysis cannot provide the details of scenarios based on
system representation and modeling. In order to study
cascading failures due to the dynamics of a power system,
comprehensive and detailed dynamic models are necessary.
Generator and protection/control devices play a critical role in
the dynamic behavior of a power system. Generator
controllers including automatic voltage regulators, power
system stabilizers, over-excitation limiters, and governors
need to be modeled. Dynamic response of generator plays an
important role in power system blackout events. The
deployment of power system stabilizers is a critical
component in the U.S. Western Interconnection to increase
the stability of the system. Protective devices can contribute
to the cascaded events. Typical generation protection devices
are generator loss of field, loss of synchronism, over/undervoltage and under-frequency relays. Load characteristics
should be included in the dynamic models. In addition,
automatic under-frequency load shedding and under-voltage
load shedding scheme may be triggered when the system
voltage or frequency in some area drops to a pre-specified
value for a period of time. They should be incorporated into
dynamic simulations. It is highly desirable to develop
simulation tools that incorporate these dynamic models that
will enable realistic and detailed simulations and analysis of
complex outage scenarios.
B. Vulnerability Assessment with Non-traditional Modeling
Traditional power system modeling is focused on network
topology and/or physical equipment, e.g. transmission lines,
transformers, and generators. However, cascading failures can
be caused by some factors other than the topology or physical
equipment characteristics. Examples include vegetation
management, and weather impact. These factors are nontraditional in the sense that they are not normally considered
as part of current operational planning and real-time analysis
tools.
“Terrain, Training, Tools and Terrorists” are commonly
referred to as “4T’s”. Since each of these factors can have a
major impact on increasing the risk of cascading failures, a
holistic approach will somehow quantify the impact of these
factors. Terrain includes trees as a well as other local
environmental conditions such as salt spray, birds. The 2003
Northeast Blackout Report [10] concluded vegetation
management is one of the causes of the blackout. The impact
of Terrain can be factored into vulnerability assessment by
adjusting the probabilities of equipment outages. The lack of
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training of power system operators for handling emergency
situations has been well documented and has often been a
cause for major disturbances. The evaluated performance
levels of operators could be factored into the assessment of
the likelihood of cascading outages, but how these operator
performance levels can be quantitatively related to the
probabilities of cascading outages is an open area for
research. Tools include the hardware and software tools used
for data acquisition, alarming, data communications, data
visualization, data processing (state estimation) and data
analysis (contingency analysis). In a number of major
blackouts (northeast blackouts of 1965, 1977 and 2003), false
or incomplete information given by the tools have been a
factor. Quantifying the impact remains to be a question.
Terrorists become more recognized issue after the 911 event.
Not only the physical networks may be attacked, but also
cyber security may be compromised. Cyber security has been
a research topic for years [76]. They are yet to be
incorporated into cascading failure analysis.
In the area of weather impact, of significant importance to
power grids is temperature. It affects line sags, load demand,
energy generation (e.g. solar). We can use temperature as a
factor in a variety of weather conditions that can increase risk
of major outages. The conditions include: 1) Very hot, calm
and sunny days which decrease equipment thermal ratings and
decrease wind generator output; 2) Low temperature and high
humidity days that cause transmission line icing; 3) Days with
thunderstorms and lightning strikes; and 4) Sun spots and
increased levels of solar activity.
Analysis towards these factors is at a beginning stage.
Significant work needs to be done to develop methods which
can consider these factors in cascading failure analysis.
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